TABLE OF CONTENTS

CYBERSECURITY
RESOURCE KIT
Cybersecurity Best Practices
Cybersecurity Essentials Checklist
RCG Focus Series
RCG Focus on Passwords
RCG Focus on Phishing
RCG Focus on Security Hygiene

The RCG Guardian Newsletter
The RCG Guardian v21.Q2

The RCG Guardian v21.Q3
The RCG Guardian v21.Q4
The RCG Guardian v22..Q1
The RCG Guardian v22.Q2
The RCG Guardian v22.Q3
For ease of navigation, utilize the document links above or the Bookmarks feature of your PDF viewer.
© 2022 Rouse Consulting Group

It has become all too common to see reports of high-profile breaches in the news. From local
municipalities and large governmental agencies all the way to technology providers. Don’t be fooled
by these reports only covering large entities and think it can’t happen to you or your organization.
Mainstream media seems to only cover the newsworthy, headline grabbing events.
These reported breaches only account for a tiny fraction of cybersecurity incidents, many involving
small businesses. If you have a connection to the internet, you are a target for cybercriminals.
Unfortunately, we no longer live in a time where we can plan for “if” a breach will occur, we must begin
to plan for “when” it happens by putting all possible safeguards in place to defer that now seemingly
inevitable attack and have a solid continuity plan in place for recovery.
In the ever-evolving cyberthreat landscape, it is important to remain informed and vigilant.
Though nothing can guarantee complete protection and immunity from cyberattacks there are steps
that can be taken to minimize your risk.
Use the Cybersecurity Best Practices on the following page to help you and your organization remain
safe and secure.
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1. Use unique, secure passwords that follow complexity and repetition of best practices across all sites
and apps.
2. Ensure your operating system (Windows, macOS, Linux) is actively supported and regularly
patched; fully updated.
3. Have a data backup solution installed and managed with backups regularly validated.
4. Install antimalware (antivirus/antispyware) software that is actively supported and regularly
patched; fully updated.
5. Implement a web/internet filter to block malicious sites and questionable content.
6. Install a firewall appliance that is actively managed, supported, and regularly patched; fully updated.
7. Train your staff to recognize threats and not fall victim to threat actor emails, popups, etc.
8. Implement an email filter to quarantine emails that contain malicious content or questionable intent.
9. Implement and enforce multi-factor authentication (MFA) to require a secondary means of
identifying all network users at login.
10. Install endpoint detection and response (EDR) software that is actively supported and regularly
patched; fully updated.
11. Develop and implement an incident response and business continuity plan to minimize post
incident ramifications and ensure going concern.
12. Subscribe to a dark web scanning service to identify compromised credentials from your
organization that are surreptitiously available for sale.
13. Install a SOC/SIEM appliance and subscribe to a SOC service to continually monitor your network
for abnormal activity.
14. Install zero-trust software that is actively supported and regularly patched; fully updated.
15. Subscribe to quarterly vulnerability scans that detect areas of potential risk in your environment.
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Cybersecurity Essentials
Address these 30 items to secure your organization
Use this checklist to help ensure your organization is accounting for privacy concerns,
compliance issues, and the policies and procedures critical to maintaining a secure
organization embracing a cybersecurity culture.
Security and Privacy Program

1

Security and Privacy Program

Security and Privacy Program

3

2

Risk Assessment

Internal Privacy Policy

Internal Policy for Data Retention

Conduct an annual risk assessment that
includes a complete inventory of digital
assets, discovered vulnerabilities, known risks,
and the potential business impact of each.

Your internal privacy policy should include the
protection of sensitive and confidential
information as well as govern how this
information is protected across all modes of
access or communication. Prepare now for the
need to have a public-facing privacy policy if
you do not already have one in place.

Creating a policy for data retention dictates
how long your company will retain specific
data. This policy can minimize the impact of
a data breach and reduce ongoing data
storage costs.

6

5

4

Clean Desk Policy

Privacy Policy Training

Visitor Policy

A clean desk policy is designed to protect
sensitive and confidential information present
in a workspace by requiring removal or secure
storage of this data whenever the employee is
away from their area. Adoption and
enforcement of this policy enhances the
integrity of sensitive and confidential data.

Having a clearly stated visitor policy and
escort program is vital to the security of
workforce personnel, clients, physical assets,
and data. The type of visitor policy required is
wholly dependent upon the nature of your
building, office, workspaces, and location.

After creating a privacy policy, it is necessary
to train your staff to ensure they understand
the content and consequences of policy
violation.

7

8

9

Security Awareness Training

Phishing Awareness Training

Subscribe to and utilize a security awareness
training service tailored to your organizational
needs. This training will prepare employees
and contractors to recognize and respond
appropriately to potential cyber or physical
security threats.

Phishing is the practice of threat actors who
send fraudulent messages in an attempt to
penetrate your network, install ransomware,
or defraud your company. Training your
employees to recognize phishing attempts
through randomly generated and controlled
test phishing emails is highly recommended.
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Multi-Factor Authentication (MFA)
MFA is an authentication method that
employs answers to a combination of prompts
that involve something you know, you have,
and/or you are, to access a system. These
prompts can range from a personal question
to biometric methods like fingerprints and can
combine passwords with technology by using
text messages or emails as an additional
authentication step. At least two of the three
criteria must be used to achieve MFA.
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Cybersecurity Essentials
Address these 30 items to secure your organization
Use this checklist to help ensure your organization is accounting for privacy concerns,
compliance issues, and the policies and procedures critical to maintaining a secure
organization embracing a cybersecurity culture.
Tools

Tools

10

Tools

11

12

Virtual Private Network (VPN)

Secure Wi-Fi / Wireless Networking

Use a VPN or other secure, encrypted method
when connecting to your network remotely. A
VPN is an encryption-based communication
method that connects a remote device to the
private network of an organization through an
external network. The encryption effectively
creates a secure tunnel for data transfer and
renders it indecipherable to an eavesdropper.

Securing your Wi-Fi is a vital component in
protecting data and ensuring the security of
critical business systems. Be sure to address
these items when implementing Wi-Fi:
•
•
•
•
•

13

Change the default router password.
Update router firmware to the latest
stable version.
Create a strong passphrase using
multiple criteria.
Enforce MAC address filtering.
Create a guest Wi-Fi network.

14

Backup Solution Configuration

Ensure that logging is enabled on all firewall
appliances and that the logs are reviewed
periodically to identify activity patterns that
may indicate potential compromise or ongoing
attacks.

Data backup, one of the least properly
implemented and maintained essentials, is the
safety net needed when security fails. Be sure
your backup solutions are configured for
redundancy and consistent air-gapping.

17

Content Filtering
Filter internet content and block sites known
to pose a high risk of malware or malicious
activities by using Domain Name System (DNS)
filtering. The firewall in your office may
include this feature but an additional layer of
protection, a cloud-based filtering service, is
needed to ensure protection of all devices,
including your mobile workforce.
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Secure Email Gateway (SEG)
Email remains the primary means of internal/
external communication and data transfer for
most organizations. It is also often the least
secured, and therefore the primary target of
threat actors who have consistently increased
the sophistication and targeting of these
attacks. An SEG can help secure your systems
by providing detection and quarantine of
emails with malicious intent.

15

Firewall Auditing

16

Tools

Backup Solution Testing
Regularly test your backup restoration
procedures to ensure the data is retrievable
and reliably accessible if needed for disaster
recovery.

18

Endpoint Detection and Response

Security Incident and Event Management

Installing an Endpoint Detection and Response
(EDR) solution will better secure your systems
by continuously monitoring the environment
for suspicious and abnormal activity, locking
down any suspect processes before they can
cause serious damage.

Security Incident and Event Management
(SIEM) actively logs security alert information
generated by applications and hardware on
your network. When coupled with a Security
Operations Center (SOC) service to analyze
these logs in real-time, you have an added
layer of protection that can identify,
investigate, and remediate potential
malicious activity.
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Cybersecurity Essentials
Address these 30 items to secure your organization
Use this checklist to help ensure your organization is accounting for privacy concerns,
compliance issues, and the policies and procedures critical to maintaining a secure
organization embracing a cybersecurity culture.
System Hardening

System Hardening

19

System Hardening

21

20

Remove Unused Applications
Application vulnerabilities are continually
discovered and exploited by hackers. No
program is fully secure and if no longer in use
or needed should be uninstalled to minimize
the inroads to your systems.

22

Active Directory and Group Policy

Patch Management
Operating systems and applications are
constantly prodded by hackers looking for a
means of access. Regularly auditing and
patching of software is critical in maintaining a
secure environment by remediating known
vulnerabilities.

Vulnerability Management and Assessment

Take the time to understand the purpose and
functionality of all software used in your
environment. Most vulnerabilities are
software “bugs” that can be exploited by
hackers to gain access to your network or
install malware.

Vulnerability Management
Identifying and managing vulnerabilities is a
key component in quantifying organizational
risk. Regular assessments* help determine
environmental weaknesses and provide an
opportunity to plan for remediation, including
Patch Management.

*Including quarterly networks vulnerability scans, cloud based application assessments and penetration testing.
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Cloud Monitoring
Monitor your cloud-based applications for
abnormal user behavior such as suspicious
email inbox rules, repetitious failed logins, or
user login attempts from unrecognized
geographic locations.

Vulnerability Management and Assessment

26

Vulnerability Analysis

Properly configure endpoints (e.g.
desktops, laptops, etc.) to utilize
embedded firewalls and enforce user
account control.

24

Perimeter Security

25

Secure Endpoints

It is important to only assign appropriate
users to clearly defined groups with rights to
modify Microsoft Active Directory and Group
Policy. Misassigned modification rights can
lead to exposure through accidental
misconfiguration and user opened gateways.

23

Implement properly configured firewalls,
routers, VPNs, Intrusion Detection and
Prevention Systems (IDS/IPS), and ensure all
unused ports on your firewall are closed.

System Hardening
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Cybersecurity Essentials
Address these 30 items to secure your organization
Use this checklist to help ensure your organization is accounting for privacy concerns,
compliance issues, and the policies and procedures critical to maintaining a secure
organization embracing a cybersecurity culture.
Response

Response

27

Response

28

29

Incident Response

Incident Response Procedures

Implement an incident response policy to your
organizational standards and expectations,
including:

Implement step-by-step incident response
procedures that detail processes to be executed
in an incident response scenario; these
procedures should govern the investigation and
remediation of active attacks targeting your
organization.

•
•
•
•

•
•
•

Statement of Management Commitment
Purpose and Objectives of the Policy
Scope of the Policy
Organizational Structure and Definition
of Roles, Responsibilities, and Levels of
Authority
Severity Ratings of Incidents
Performance Measures
Reporting and Contact Forms

30

Response

Incident Response
Roles and Responsibilities
Document identified incident response
stakeholders, detailing their roles and
responsibilities for each determined
incident response type.

Your Trusted Security Partner

Security is a shared responsibility. As attacks continue to grow in frequency
and sophistication, it is important to know you are protected. RCG diligently
reviews the latest cybersecurity threats, trends, and technologies to deliver
the most reliable and proven solutions to secure your environment.
Partnering
Vulnerability Management
andwith us will bolster your confidence and peace of mind,
knowing your security is in good hands.

Contact us today to discuss how we can help secure your future, together.
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P@sswords

Make Sure Your
Password is Complex
For added security create lengthy
passwords using upper and lowercase
letters, special characters, and numbers.
The more complexity your
password has, the harder it is to crack.

Use Multi-Factor
Authentication
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Multi-Factor Authentication (MFA)
adds an additional layer of
security and ensures
critical business applications,
accounts, and other significant
information are secure.
If your password is compromised,
your account remains safe.

Make Passwords
Hard to Guess but
Easy to Remember

Using one password for
everything is convenient, but it’s
also dangerously unsecure.
Password recycling makes
it easier for cybercriminals
to get their hands on
confidential information,
like a master key to access
all of your accounts.

Use a Password Manager
We value all feedback and
would love to hear from you.
Please share with us any questions,
comments, or suggestions for
future content at trgfeedback@go2rcg.com.

In mere moments a weak
password can be cracked by a
brute force attack which can
attempt up to 1 billion
passwords per minute!

Using familiar phrases
or sentences, avoiding single
words or a word preceding
a number, and not using
information that others
may know are examples of
making passwords
hard to guess
but easy to remember.

Password management tools are a great way to organize your strong,
randomly generated passwords in a secure location.
However, these are only recommeded if MFA is also
enabled on the accounts to which these passwords belong.
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Phishing

In 2021 businesses lost
approximately $1.8 million
every minute due
to cybercrime!
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CHECK THE SENDER’S DOMAIN
AND EMAIL ADDRESS

x

Legitimate companies send emails from
their official domain, like “microsoft.com,”
not variants like “microsoft.business.com.”
If a domain looks odd, check the address
on the sender’s website.

USE CAUTION IF A MESSAGE ASKS YOU
TO LOG IN OR CLICK A LINK

x

Consider the links that a message asks you
to click to see if they’re going to the
company’s actual domain. When in doubt,
log in to their site directly.
Fraudulent password reset and
log back in requests are a staple of phishing.

noreply@gmail.com
OPEN NOW YOU’VE WON!

x

CONSIDER THE SUBJECT LINE
AND URGENCY OF THE EMAIL

Congratulations customer,
Your email has been selected. Click to claim your prize now!
https://am@z0nQRfkdjhsjdbgHFULsfjhdsnoil88Fb62m

Does the subject line seem a little “off” to you?
Are there odd phrases, emojis, or unusual
things in the subject line?
Is the content conveying urgency, ramifications for
not taking immediate action, or promising somethng
too good to be true?
If yes, it may indicate a phishing attempt.

Please refer to attached (PDF FILE) for full prize list.
Regards,
J. Smith

x
BE WARY OF UNEXPECTED ATTACHMENTS
LIKE PDFS OR WORD DOCUMENTS
If you aren’t expecting an attachment, the
attachment has a strange name, it seems susicious,
or out of place, it might be malware or ransonware
which is frequently deployed through phishing.

About 25% of the emails that businesses receive from
major brands like Amazon, Microsoft, or DHL are impersonations.
Knowing how to spot these cleverly crafted phishing attempts
could prevent a cybersecurity disaster for your organization.
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Physical Security Hygiene
ur
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SHORTCUT:

Post-it notes are
for lunch appointments,
not passwords!

To help prevent accidental
exposure of valuable information.

Never share or write
down your passwords.

Shred confidential or sensitve
documents and properly destroy data on
storage devices such as hard drives, SSD,
and flash drives before disposing them.

Retrieve documents from
the printer tray immediately
after printing.

Keep a Clean Desk
Store all important documents,
confidential letters, binders, books, etc.
in a secure location when the items
are not in use or when you
leave your work area.

Store notebooks, tablets, flash drives,
external hard drives, and any other
sensitive information and documents
in a locked drawer or cabinet and keep
the keys in a safe, secure place.

(309) 762-3589 | www.go2rcg.com

© Rouse Consulting Group, Inc.

$

$

.
180,570

697,218,359

1,461

412

$

$

.

$

547,560

2,026,728,657

1,882

120

•

•

•

$
•

$

•
•

2,120,630,001

253

549,510

1,684

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

$
$

•
•
•
•
•
•

•

•
•
•

•
•

•

$

528,060

2,140,550,198

1,882

330

2,227,248,330

36

550,830

1,907

543,270

2,266,969,546

1,953

429

•

•

•

•

